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Abstract—Wireless multihop networks have a wide variety of
applications, due to their rapid deployment times and minimal
configuration requirements. Transmissions in wireless networks
may require performance guarantees, which can be achieved
by using advanced routing strategies. We examine one such
performance metric, namely reliability, or packet delivery ratio in
a failure-prone wireless network. We use control theoretic meth-
ods to obtain an understanding of routing in wireless multihop
networks. In particular, we model ad hoc wireless networks as
stochastic dynamical systems where, as a base case, a centralized
controller pre-computes optimal paths to the destination. This
technique can be used to obtain the highest achievable reliability
for a given transmission. We compare this approach with the
reliability achieved by some of the widely used routing techniques
in multihop networks. We also propose extensions to the base
case that can be more applicable to practical scenarios. Results
show that our approach can be used to theoretically characterize
reliability of end-to-end transmissions in wireless networks.

I. INTRODUCTION

Wireless multihop networks are well suited for strategic
applications where little or no infrastructure is available be-
forehand, and networks can be deployed rapidly with minimal
configuration requirements. Such networks are decentralized,
i.e. each node participates in routing by forwarding data
to other nodes. The decision of which nodes forward data
is made dynamically on the basis of network connectivity
and the routing strategy. Network connectivity depends on
density of nodes, transmission power of nodes as well as the
wireless links formed, which are prone to failures due to the
inherent nature of the medium. The routing strategy depends
on requirements of the network, such as minimizing hops using
shortest paths, increasing network lifetime by saving power,
reducing interference using diverse paths, avoiding malicious
nodes such as jammers, and increasing reliability of end-to-
end transmissions.

In this study, we investigate the characteristics of ad hoc
wireless network routing and present a stochastic dynamical
model to represent such a system. A stochastic dynamical
system is a dynamical system subjected to the effects of noise.
Our goal is to study and model routing in wireless networks in
order to obtain an understanding of the performance of routing.
In particular, we would like to come up with reachability-
based predictors of theoretical bounds on network performance
as opposed to experimental analysis using simulations. The

This work was funded by the National Security Agency.

approach we use is to model networks using hybrid control
theory [1] to characterize them in terms of fundamental theory.
The performance indicator used in our system is that of a
network’s ability to reliably deliver packets in a failure-prone
network. In this context, reliability is a mission-specific metric
evaluating the probability that a packet gets delivered with
a given deadline. We use reachability analysis to compute
bounds on the probability of a data packet reaching the
destination within a given time.

Our system consists of a centralized controller, which we
call an “oracle,” that computes optimal paths to the destination.
As an idealized base case of the system, the oracle knows
steady state availability of all links in the network as well
as the up/down state of the links at the start of packet
transmission. The links themselves are independent of each
other, and their states vary either independently or follow
a two-state Markov process. It is worth noting that such
an “oracle” can easily be implemented in a controller-based
architecture as in OpenFlow [2].

To verify the paths computed by the centralized “oracle”
in our system we run simulations of networks with link
failures and use the pre-computed paths. We compare the
packet delivery ratio obtained from these simulations with
the value predicted by the “oracle”. The usefulness of this
approach lies in the fact that it can help obtain bounds on
reliability of end-to-end packet transmissions and to compare
with existing routing protocols. To that end, we compare pre-
dicted reliability values from our system with well established
routing approaches in multihop networks, such as Optimized
Link State Routing (OLSR) and Ad-hoc On-demand Distance
Vector routing (AODV).

Our contributions in this paper are as follows:

o Present a stochastic dynamical model to represent wire-

less multihop networks

o Present different ways to model wireless link states in a

discrete-time system

¢ Show how reachability analysis can be used to predict

bounds on wireless routing performance

o Experimentally validate predictions of the “oracle” in our

system with simulations of existing routing approaches

II. RELATED WORK

Routing protocols in wireless multihop networks have been
studied extensively [3], [4]. Many of these techniques take
into account the failure prone nature of wireless networks



and carry out redundant routing to increase the reliability
of end-to-end transmissions [5]-[7]. In this paper, we study
the feasibility of using a control theoretic approach to model
wireless multihop networks. We also provide a means of
applying the concept of reachability analysis [8] to wireless
multihop networks, in order to provide reliability guarantees
for end-to-end transmissions. In contrast to other performance
studies of wireless routing [4], [9], our approach is theoretical
and not based on network simulations.

In the past, TCP congestion control and traffic flows have
been modeled using hybrid control theory [1]. The dynamic
behavior of routing algorithms has been studied in Low et al.
[10]. Linear programming formulations [11] have been used
to compute optimal routing strategies to maximize the lifetime
of wireless sensor networks. The goal of our dynamic pro-
gramming formulation is to obtain the maximum achievable
reliability for a given transmission, using a novel technique to
model wireless networks as stochastic dynamical systems.

III. THE MODEL: MULTIHOP NETWORK AS A STOCHASTIC
DYNAMICAL SYSTEM

In this section, we present a theoretical model for wireless
multihop networks. We first present a stochastic dynamical
model for such networks in III-A and then present various
ways of modeling link states in the network in III-B.

A. Model for Wireless Multihop Networks

We model a wireless multihop network as a dynamical
system consisting of a state (x;), a control input (u;), and a
transition model (7) that determines how the state evolves over
time. Additionally, in order to capture random link failures,
the transition model is defined as stochastic and incorporates
randomness into the state transitions. We therefore define the
discrete time multihop network model as follows.

Definition 1. Multihop Network Model

1) N={1,2,...,N} is a finite set of nodes.

2) M =1,..., M is a finite set of M links between nodes.

3) n; € N is the node location of a packet in the network
at time t.

4) q, € {0,1}M is the state of all links in the network at
time t, where the m™ entry of q equals 1 if link m is
up, and 0 if it is down.

5) x = (n4,q,) € X is the full state of the system at time
t, with X = N x {0, 1}M.

6) u; € U(x,) is the routing decision for time t, telling
the node ny where to send the packet given current link
condition q,.

7 7: XXX xU — [0,1] is a discrete stochastic transition
kernel assigning a probability distribution to x,11 given
Ty and ug.

We are given a network with a set of IV nodes labeled from
1 to N, and a set of links between those nodes labeled from 1
to M. By assigning the value 1 to any link that is currently up,
and the value 0 to any link that is currently down, the variable
g™ € {0,1} can represent the availability of link m at time ¢.

The vector g, = [q},...,q]T € {0,1}M then represents the
state of every link (assuming M total links) in the network at
time ¢. Further, letting N' = {1,2,..., N} be the set of all
possible nodes, n; € A can represent the node a packet is
being held in at time ¢. The full state z; combines n; with g,
so that z; = (ns,q,) and X = N x {0,1}M,

The control input u; is defined as the node the packet is
sent to between times ¢ and ¢ + 1 according to some routing
strategy, so that u; € U(z;) C N. The set U(z;) contains all
potential nodes the packet can be sent to, given it is currently
at node n; and the links are in state g,.

Finally, we define the stochastic transition function 7. If
U(z) is defined as above, so that u; can only be selected
from feasible forwarding nodes, and assuming that once a
forwarding command is issued it is carried out with probability
I, then Plngyy = ¢ | ay, up = 4] = 1. If we further
assume that the state of the links is governed by a discrete
stochastic transition kernel 75 (g, | ;) so that the link state
probabilities may be affected by previous link states, but not
by the packet location or routing policy, then

T(Teg1 | 2, ue) = Loy (1) Tq (@1 1 G2) (D

The discrete stochastic transition kernel 77 (g, ; | G;) depends
on the wireless link model described in Section III-B.

B. Model for Wireless Link States

We now describe some variations of modeling wireless link
states that we will use in the subsequent analysis, ranging
from how T, is defined to what information is available
at each node. We model link failures in wireless networks
by assigning probability values to each link. By considering
these different variations, we will have the tools to develop
theoretical network performance results using an array of
routing policies, to compare the performance of basic routing
policies when different types of information are available, and
to produce bounds on packet delivery probabilities. Although
we intend to look at several variations of this model to reflect
varying levels of stochasticity and information available to the
controller when picking forwarding nodes (see Section VII),
we now focus on two approaches to model wireless links.

1) Independent Links, Stationary Probabilities: Here we
assume that the state of each link is independent of the state
of all other links, and also independent of its past state, so
that T;, simplifies to:

M
To(@rs1 | 00) = H P g7t | gt
m=1
Ny 2)
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m=1

2) Independent Links, Markov Probabilities: Here we
again assume that the state of each link is independent of
all other links, but that its probability follows the Markov
property, and is determined by a transition matrix P"™:
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so that P™(0,0) = « is the probability of the link m being
down, given it was down at the previous time step, P™(0, 1) =
1 — « is the probability of link m going up given it was down
at the last time step, etc. Then

T qt+1 | qt H Pm qt ,qmq) “4)
IV. THE SYSTEM: REACHABILITY ANALYSIS FOR
NETWORK PERFORMANCE

Our general system consists of a centralized controller, or
oracle that generates routing strategies based on knowledge of
the current state of all links in the network (up or down), as
well as network and link information available from the model
in Section III. Each node determines its forwarding strategy
when it receives a packet by querying the pre-computed oracle,
until the packet reaches the destination. In this section, we
describe the technique of reachability analysis used by the
oracle to pre-compute optimal paths to the destination.

The concept of reachability can be applied to any dynamical
system in order to determine whether the state of the system
is able to remain within some desired set of states, reach a
desired state or set of states, or both, all within a given time
horizon. For stochastic dynamical systems with some level
of uncertainty, stochastic reachability extends that concept to
provide the probability of the state of the system reaching or
maintaining a desired set of states [8].

We can therefore use reachability techniques applied to Def.
1 to determine with what probability packets will reach some
goal node, denoted end. We can also define a set of nodes
N C N that packets should be restricted to being sent to
if nodes outside of this set are known to be unreliable or
compromised by a malicious attacker, for instance. Using a
formulation presented in Summers et al. [12], the probability
that a packet starting from node start reaches end no later
than time 7', while avoiding nodes outside of N can be
represented as follows.

A;Ttg;’t (N end)

Z (H lN X ) end(xt)] (5)
t=1 \i=0
The notation 7 denotes a specific routing policy that tells nodes
where to send the packet based on the current state of all links.
Specifically, 7 is a sequence of functions (7, . .., 77r—1) map-
ping the current state to a routing decision, 7¢(n;,q,) = uy.
Eq. (5) can be related back to a probability by recalling that
Plz € K] = E[1x(z)], where E is the expected value and K
is some set, and 1x(x) is the indicator function defined as
1x(z) =1if z € K and 0 otherwise.

We focus only on reaching an intended goal node, and do
not consider a set A of nodes to avoid (so N=N ). We also
want to find an upper bound to the reachability probability
(5) in order to determine the highest achievable reliability for
packet transmission. The problem is twofold. First, the optimal
routing policy 7* must be calculated that delivers packets to
end with highest probability. Second, (5) must be evaluated
according to the optimal policy 7*.

Both problems can be jointly solved using dynamic pro-
gramming (for an overview of dynamic programming, see
[13]). The so-called “value function” at time ¢, Vi(nt,q,)
tells us the following: at time ¢, and given that the packet
is currently at node n; and links are currently up and down
according to g,, what is the probability that the state reaches
the desired node end before time limit 7' is reached. The
following recursion, modified from Summers et al. [12], is
iterated backwards in time starting at 7" and ending at 0.

V’Jf(nvq) = 1end(n) (6)
Vi ,q) = 1.,
i (n,q) o a(n)+

>

qp41€{0,13M

Equation (6) is evaluated first for all (n,q) € N x {0, 1},
to get the value function at time 7, and then for all ¢ =
T—1,...,0, the value function (7) is calculated recursively for
every (n, q), finally producing Vy(n, q), where Vy(start, g,) =

Agtaz; (N end)

When the link probabilities are assumed to be independent
and stationary, as in (2), Equation (7) reduces to

Vt(n,@) = lend(n)+ Z
41 €{0,1}1M

The optimal routing policy is defined at each time step by

Vi (7 (0, @), @41) (@0 1 @) ¢ (D

Vt+1(utaqt+1) [Qt+1} ®)

7 (n,q) =u, = arg max V" (n,q). 9)
u€U(n,q)

From a networking perspective, T' can be considered the
deadline or time to live (TTL) for a given packet transmission.
If the TTL value is a finite number, we solve equation (7)
exactly 7' times. If the deadline to reach the destination is
unlimited, then we compute the value function recursively
until it converges. A potentially infinite deadline can be used
to identify reliable transmissions when the packet needs to
be delivered regardless of the time taken for delivery, due to
failures in the network.

V. NUMERICAL EXPERIMENTS
A. Experiment Set-up

The system presented in Section IV can predict the reliabil-
ity of a packet transmission, given the independent availability
values of the links in the network. This computation is done
by the “oracle” that knows the probabilities of each link being
available in the steady state. The “oracle” also stores the
computed paths to the destination to achieve the predicted
reliability. To verify the paths computed by the “oracle”, we
simulate networks with intermittent link failures. We also
compare the predicted reliability of different transmissions
with OPNET simulations of existing routing protocols.

In order to represent practical wireless networks and failure
scenarios, we propose to use two metrics for a given source-
destination pair, namely, deadline and ambient noise. Deadline



signifies the time limit by which the packet must get delivered
or T from the system in Section IV. Ambient noise or
background noise is a major cause of packet drops in wireless
mesh networks. As the noise in the network increases the
quality of the links decrease, until the point when the link
fails all or most of the time. While ambient noise is not
represented directly in our model, we consider this to be an
inherent property of the input network to our system and
it is represented in the link probability values described in
Section III. By varying the deadline and ambient noise in the
network, we compare predictions of our system with various
simulations.

We carry out our experiments with stationary as well as
Markov link probabilities. For both cases we compare the ora-
cle’s predicted values with simulations. Simulations are of two
kinds. First, we simulate the application of paths computed by
the oracle, to compare reliability predicted by the oracle with
achieved results based on applications of it. Simulations of our
system are carried out with networks deployed using either
a uniform random distribution or a 2D Poisson distribution.
Nodes in the network have pre-set range and fading models
implemented to account for multipath fading. We apply the
oracle’s pre-computed paths to a sequence of likely events of
links failing at different time instances. In other words, the
routing policy for nodes in these simulations is the oracle’s
pre-computed paths. We simulate multiple such scenarios and
present the aggregated results of packet delivery ratios. These
values would indicate the reliability achieved by different paths
from the source to destination.

Simulations in OPNET are carried out using the wireless
network deployment tool with uniform random node place-
ment. We use the wlan_wkstn_adv node model for ad hoc
nodes and run simulations with standard implementations
of AODV and OLSR. Wireless link failures are simulated
using the radio module in OPNET. We set appropriate fading
parameters and ambient noise to simulate link failures. Each
set of 1000 simulations with a fixed source-destination pair
and a network deployment results in a single data point. We
compute the packet delivery ratio for a source-destination pair
based on the number of packets that were received by the
destination.

The output from our system is in the form of a vector of
predicted reliability values, one for each combination of link
states for links incident on the source node. We present these
values in the form of best, average and worst case reliability
computed by the oracle. The best case reliability is achieved
when all the incident links of the source are up. For the
average and worst case reliabilities, we compute the average
and minimum reliability values from the system, excluding the
case when all the incident edges of the source have failed. This
definition of the best, average and worst case reliability values
from the system is used consistently in all the comparative
plots.

B. Using Stationary Link Probabilities

We compare our system with stationary probabilities to
OPNET simulations of wireless networks with existing routing
protocols. In order to achieve a fair comparison between
OPNET simulations and our system, we provide the network
generated by OPNET to our system. Stationary link failure
probabilities are computed by studying the links on OPNET.
Steady state link availability for a certain ambient noise value
was obtained from OPNET by making each node broadcast
a stream of packets. One-hop neighbors compute the packet
delivery ratio based on how many of the sent packets were
received, in order to compute the success probability of the
link.

Given this network generated by OPNET, and computed
link failure probabilities, we use our system to get the oracle’s
pre-computed paths. We compare the reliability of the paths
computed by the oracle with OPNET simulations of existing
routing protocols. Figure 1 shows a sample 38 node network
used for OPNET simulations and comparisons with the model.
The network has 38 nodes spread over a region of 6 km? and
the nodes transmit with a power of 200 milliwatts.
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Fig. 1. Sample 38 node network generated by OPNET, using random
node placement

C. Using Markov Link Probabilities

To carry out comparisons between OPNET simulations and
the oracle for Markov links, we use an OPNET generated
network of 8 nodes, and provide the topology information to
our system. We obtain link transition matrices from OPNET by
the following method: generate a stream of packets between
each node pair in the network. For each packet received, a
node looks up the state of the link in the previous time step,
which it maintains. Based on the previous state it increases
the appropriate count of received packets (down to up or up
to up), and also accounts for all the missing packets in between
this time step and last time it received a packet. At the end of
the simulation, each link’s transition probability matrix values
are obtained by normalizing the values along each of the two
rows of the matrix shown in (3).

Using Markov transition probabilities creates computational
challenges, in that we have to evaluate (7) for all possible



states x;, and for each x; and u; we will need to evaluate
T(x441 | @1, us). To reduce the number of computations, we
use stationary probabilities to generate link state probabilities
for links more than two hops away from the current node.
All comparisons of the oracle’s pre-computed paths include
this approximation. In addition, due to the large number
of computations, we present initial comparative results for
the Markov case, with fairly small networks. Improving this
technique so that it can be applied to larger networks is part
of our ongoing work.

VI. EVALUATIONS AND RESULTS
A. Stationary Link Probabilities

1) Visualizing computed paths: We observe the reliability
of paths computed by the oracle using stationary link avail-
abilities (as in III-B1). We vary the deadline value as well as
the ambient noise, to note the difference in reliability. For this
visualization, we used a randomly generated network of 20
nodes. It was observed that there were paths of lengths 5 hops
and above between a randomly picked source-destination pair.
We varied the deadline and the ambient noise. As expected, we
observed that increasing the noise and decreasing the deadline
both reduce the probability of successful transmission, until
the reliability drops to O.

Reliability vs. Ambient Noise vs. Deadline

Fig. 2. Varying deadline and ambient noise for a 20 node network for
oracle’s pre-computed paths

2) Simulations of variant III-B1: We compare reliability
predicted by the oracle, to reliability achieved from applica-
tions of the paths in real network scenarios. Since the pre-
computed paths give the next hop information from any node,
given any combination of incident edge states, we are able
to apply these paths when specific links in the network are
made to fail. Reliability values from the system are based on
incident link states from the starting time step. We ran 1000

simulations for each ambient noise value, and the result of
each was aggregated to get the overall packet delivery ratio.
Comparisons show that the reliabilities computed by the oracle
are indeed achievable (Fig. 3). Note that the reliability for
both the oracle and simulations drop to zero as the noise is
increased because the network becomes disconnected if the
noise becomes too large.

Reliability vs. Ambient Noise, Deadline =7
Simulations of Oracle's Pre-computed Paths
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Fig. 3. Comparison between pre-computed paths and simulations of the
network for stationary probabilities

3) Comparisons to existing routing protocols: For compar-
isons with existing routing protocols, we ran OPNET simu-
lations with OLSR and AODV routing. We obtained network
topologies and stationary link probabilities from OPNET and
provided these as inputs to our system. From the OPNET
simulation runs, we observed that the length of the paths from
arandomly picked source and destination varied between 5 and
8. We thus calculated the reliability values from our system
when setting the deadline to 5, 6, 7, and 8. Due to limited
space, a subset of these comparative plots for deadline values
6 and 7 are shown in figures 4, 5.

In each of the cases, we observed that our approach per-
forms better than AODV and OLSR. Specifically the best case
predictions of the oracle always have higher values than what
was achieved by either OLSR or AODV. It is interesting to note
that for shorter path lengths (such as 6), there is a significant
variation between the best and worst case estimate. In such
cases, the performance of the routing algorithm would depend
heavily on specific network scenarios, i.e. for an “unlucky”
combination of link failures, the reliability could be much
lower that the best case, irrespective of the routing approach.

We also observed that for lower deadline values, AODV
performed poorly, but performed better than OLSR for higher
deadline values. As a general observation, we found that
packet delivery ratios in AODV were high, but the paths



computed by the algorithm were usually longer than the
ones from OLSR. Our technique can be useful to benchmark
exiting routing protocols. Using this approach, one can observe
specifics of routing protocols, such as packet delivery ratio
under specific deadlines, to infer the performance of a routing
protocol under those conditions. The oracle in our system
also provides the best case achievable delivery ratio for each
condition. This in turn can be used to design more robust
routing protocols.

Reliability vs. Ambient Noise, Deadline = 6
Comparison with OLSR and AODV
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Fig. 4. Comparison between pre-computed paths from the model and
OPNET simulations; Deadline = 6

Reliability vs. Ambient Noise, Deadline =7
Comparison with OLSR and AODV
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Fig. 5. Comparison between pre-computed paths from the model and
OPNET simulations; Deadline = 7

B. Markov Link Probabilities

1) Simulations of variant III-B2: In this case, our system
pre-computes paths to the destination using Markov proba-
bilities. A link’s state at time ¢, thus depends on its state at
the previous time instant. We then simulate networks, where
these pre-computed paths are used to obtain packet delivery
ratios. Each value of the simulation run shown in Figure 6 was
obtained from 1000 runs with the same source-destination pair.
Since the Markov variation is more computationally expensive,
we were not able to run the pre-computation for very large
networks. For the limited sized networks, it can be seen that
the computed best reliability values are always higher than the
ones achieved from simulations.

Reliability vs. Ambient Noise, Markov Links, Deadline = 4
Simulations of Oracle's Pre-computed Paths
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Fig. 6. Comparison between pre-computed paths and simulations of the
network for Markov probabilities

2) Comparisons to existing routing protocols: We com-
pared the predicted realibility from the oracle with OPNET
simulations of OLSR and AODYV, in networks with Markov
links. An 8-node network with a randomly selected source
destination pair was used for this comparison. From OPNET
simulations, it was observed that most of the paths were of
length 4 for the cases where the packet was delivered to the
destination. We thus set the deadline to be 4 in our system,
and discarded all paths from the OPNET simulations that used
paths of other lengths. Figure 7 shows that both AODV and
OLSR perform better than the average predicted value from
our model for the fairly small network of eight nodes. In this
case, it is again observed that there is a significant difference
between the predicted best and worst case reliability values.

VII. EXTENSIONS AND FUTURE WORK

Although the oracle’s computation in our current model
provides optimal reliability paths, we would like to consider
several extensions to the model in order to a) better reflect the



Reliability vs. Ambient Noise, Markov Links, Deadline = 4
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Fig. 7. Comparison between pre-computed paths from the model with
Markov links and OPNET simulations; Deadline = 4

information available when routing choices are made, and b)
more accurately represent the stochastic nature of link failures.
We believe the assumption that the oracle always has updated
link state information for the entire network may not represent
practical networks, and thus we would like to propose three
variations to defining links in our model:

o Limited Node Information: In this case, the link transition
probabilities are Markov, but each node makes forwarding
decisions based on limited knowledge of the network.
Each link is assumed to have a stationary distribution ™",
which will be the case for some simple conditions on P,
and all nodes are aware of the stationary distribution of
each link.

o Delayed Node Information: Next consider the case where
each node again has limited information about the state of
the network, but now in the form of delayed information.
We preserve the assumption that the state of direct links
(to 1-hop neighboring nodes) is known at the current time,
but all other link states are not current, and their delay
is correlated to their distance from the current node. The
state at time ¢ is defined as x; = (ng, G:(ng)), where
Gt (n¢) includes the most current information available to
node n; on each link state.

o Correlated Link States: Link probabilities are always
considered independent of one another in the model we
present. Consider the case where nodes located nearby
in a spatial region affect one another. Then each link
would depend on the state of other links close to it. This
variant could be especially useful in modeling jammers
that affect geographically correlated links.

VIII. CONCLUSIONS

In this paper, we present a theoretical technique to model a
wireless multihop network as a stochastic dynamical system.
This model allows the application of reachability techniques
to evaluate maximum packet delivery probabilities using a
dynamic programming solution. Using this tool, we are able
to compute paths to the destination, solely based on link
availability values (either stationary probability or Markov
transition probability). We compare prediction from our ap-
proach to applications in real network scenarios with existing
routing protocols such OLSR and AODV. The oracle in our
system predicts the optimal reliability values. We observe that
for shorter path lengths there is a marked difference in the
predicted best and worst case scenarios. Thus, even with a
good routing algorithm, the achieved reliability could turn out
to be much lower than the average case for a given sequence of
link failures. Although this approach can be computationally
expensive to apply as a routing protocol for large networks, it
is a useful tool to analyze the maximum achievable reliability
in a given network, and thus obtain a theoretical understanding
of wireless routing.
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